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The Web
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The Deep Web

• The sub-set of the internet that:
• cannot be Indexed by Search 

Engines
• Majority is legal content
• Membership Pages
• Company web pages
• Roughly 90% of the web
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The Dark Web

• The sub-set of the internet that:
• cannot be Indexed by Search 

Engines
• Mostly illegal
• Black Markets

• Drugs
• Counterfeit goods
• Weapons

• Hacking Sites
• X-rated sites
• Hitmen
• Slavery…
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Anonymity

Invented with the sole purpose of 
fulfilling the genuine need of 
freedom and anonymity.

• Used by Governments to communicate with 
each other during crisis

• Journalists and whistleblowers use it to leak 
documents 

• Privacy Advocates
• Freedom for those living under an oppressive 

regime
• Unfiltered access to news
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DC1 It's difficult to separate fact from urban legend here, since having detailed knowledge of sadistic Australian child pornographer Peter 
Scully's videos would basically be an admission of committing a crime.  

What is clear is that "Daisy's Destruction" (sometimes called "The Destruction of Daisy") are extreme and brutal videos, available only in 
the darkest corners of the deep web, featuring children as young as two years old being tortured, assaulted, and in some cases, 
murdered by Scully and various accomplices.  

If you are so inclined, you can find descriptions of these videos around the web. But Scully is now in prison and his utterly sickening 
videos are now the property of the FBI, so it's safe to assume most of the finer details still available are mere rumor. Still, the very fact 
these videos exist in the first place is enough to churn your stomach.
Delano Collins, 10/15/2018
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Access
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Access

Tor is free software for enabling anonymous 
communication. The name is derived from an 
acronym for the original software project name 
"The Onion Router".

• directs Internet traffic through a free, 
worldwide, volunteer overlay 
network consisting of more than seven 
thousand relays[8] to conceal a user's location 
and usage from anyone conducting network 
surveillance or traffic analysis. Using Tor 
makes it more difficult to trace Internet 
activity to the user: this includes "visits to Web 
sites, online posts, instant messages, and other 
communication forms". The core principle of 
Tor, "onion routing", was developed in the mid-
1990s by United States Naval Research 
Laboratory employees, mathematician Paul 
Syverson, and computer scientists Michael G. 
Reed and David Goldschlag, with the purpose 
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The Dark Web
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Drugs
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Weapons
DC1
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DC1 While sales of guns and other weapons do take place in certain dark web markets, it isn't as common as most people think. That's 
mostly because weapons are tricky to send via snail mail (as opposed to drugs, which can be easily hidden when shipped in small 
quantities), according to Fast Company. Moreover, should you attempt to purchase a firearm via a dark web market, you might find 
yourself in trouble with the law, as it is highly possible that many sellers are undercover FBI or DEA agents.  

Still, the mere idea of illegal gun sales - particularly to those who should absolutely not own guns - is terrifying.
Delano Collins, 10/15/2018
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Financial Accounts
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DC1 While sales of guns and other weapons do take place in certain dark web markets, it isn't as common as most people think. That's 
mostly because weapons are tricky to send via snail mail (as opposed to drugs, which can be easily hidden when shipped in small 
quantities), according to Fast Company. Moreover, should you attempt to purchase a firearm via a dark web market, you might find 
yourself in trouble with the law, as it is highly possible that many sellers are undercover FBI or DEA agents.  

Still, the mere idea of illegal gun sales - particularly to those who should absolutely not own guns - is terrifying.
Delano Collins, 10/15/2018
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Medical Information
DC1



Slide 14

DC1 While sales of guns and other weapons do take place in certain dark web markets, it isn't as common as most people think. That's 
mostly because weapons are tricky to send via snail mail (as opposed to drugs, which can be easily hidden when shipped in small 
quantities), according to Fast Company. Moreover, should you attempt to purchase a firearm via a dark web market, you might find 
yourself in trouble with the law, as it is highly possible that many sellers are undercover FBI or DEA agents.  

Still, the mere idea of illegal gun sales - particularly to those who should absolutely not own guns - is terrifying.
Delano Collins, 10/15/2018
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Credit Profile
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DC1 While sales of guns and other weapons do take place in certain dark web markets, it isn't as common as most people think. That's 
mostly because weapons are tricky to send via snail mail (as opposed to drugs, which can be easily hidden when shipped in small 
quantities), according to Fast Company. Moreover, should you attempt to purchase a firearm via a dark web market, you might find 
yourself in trouble with the law, as it is highly possible that many sellers are undercover FBI or DEA agents.  

Still, the mere idea of illegal gun sales - particularly to those who should absolutely not own guns - is terrifying.
Delano Collins, 10/15/2018
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Doxing
8Chan's Baphomet Subboard

Doxing is a process of temporarily making 
certain individuals' personal information 
(home address, phone number, email, etc.) 
available in order to harass them.

In August 2014, the harassment campaign 
targeted several women in the video game 
industry; notably game developers Zoë 
Quinn and Brianna Wu, as well as feminist 
media critic Anita Sarkeesian. After Eron
Gjoni, Quinn's former boyfriend, wrote a 
disparaging blog post about her, #gamergate 
hashtag users falsely accused Quinn of an 
unethical relationship with journalist 
Nathan Grayson. Harassment campaigns 
against Quinn and others included doxing, 
threats of rape, and death threats.
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Cruel Onion Wiki
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Pink Meth
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DC1 Fortunately, Pink Meth is a website that was hosted on the dark net, until it was seized by the FBI in 2014. Despite the name, the site had
nothing to do with drugs. Rather, Pink Meth was a market mainly for men, whereby they could sell nude photos of their exes for a hefty 
sum. Pink Meth then posted these photos, alongside the women's names, home addresses, phone numbers, and any other information 
the operators could dig up. Then, a ransom on the content was delivered to the victim - pay up to have the photo removed, or let the 
whole of the dark web have access to your personal information, including your nude photo
Delano Collins, 10/15/2018
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Violent Desires

Armin Meiwes is a German 
computer repair technician who 
achieved international notoriety 
for killing and eating a voluntary 
victim whom he had found via the 
Internet.  

Because of his acts, Meiwes is also 
known as the Rotenburg Cannibal 
or Der Metzgermeister (The 
Master Butcher).

DC1
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DC1 The name of this forum, which is purported to still exist as of 2016, pretty much describes what you might find there: people sharing 
their most gruesome and brutal desires. Perhaps the most infamous example is a post written by an anonymous doctor who offered to 
"manufacture" living child sex dolls through a combination of human torture, experimentation, and body modification.  

While it is likely that Violent Desires is mostly just fantasy, the Armin Miewes cannibalism case - where a derange man killed and ate a 
voluntary victim he found online - arose from a "clearnet" (regular, everyday) Internet forum called The Cannibal Cafe, where users 
shared their sexual "appetites" with one another. It just goes to show that in an anonymous place, anything can happen.
Delano Collins, 10/15/2018
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Human Trafficking
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DC1 Could you purchase a human being on the deep web? Some advertise just this service, as Vice Motherboard writer Joseph Cox reported 
in July 2015. He describes interactions over email with a group called Black Death, who had for sale a woman named "Nicole," with a 
starting bid of $150,000. After numerous covert attempts to see live web cam footage of Nicole and arrange a deal, Black Death and 
their site disappeared. 

As it turns out, Black Death was likely a scam operation, as the images of Nicole were apparently screen shots from a porno movie. This 
more or less confirmed suspicions of an unnamed tactical advisor from the National Crime Agency's UK Human Trafficking Centre 
(UKHTC), who noted that genuine human traficking sites are not as glossy as the images Cox discovered.

This confirms that backdoor sales of living human beings does indeed happen, but anything an average person—or even a journalist, for
that matter—stumble upon in their browsing of the dark web is likely fake, a means of taking your money and running - which, if you 
were seriously hoping to buy a person online, serves you right
Delano Collins, 10/15/2018
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Human Trafficking
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Fake Passports
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DC1 On the surface, fake passport and documentation "factories" seem fairly innocuous compared to things like animal cruelty and child 
pornography, but when one considers that these forged papers could be purchased by ISIS and other terrorist organizations in order to 
enter countries with tightened border security—namely, the U.S. and the U.K.—the notion becomes rather alarming.

But is this actually happening? In February 2017, a Daily Beast article reported on a document factory ran by the Camorra, a Neopolitan 
mafia, who advertised their services on a website that was only accessible via the deep web. These passports are reportedly so 
sophisticated they easily pass as the real thing. There were also connections between this "company" and a string of illegal arms deals 
carried out by known terrorist networks.

Despite all this, it isn't actually clear whether or not these fake passports were used to carry terrorists over borders they might not 
otherwise cross, so whether this is indeed an illegal service accessible via the deep web remains to be seen.
Delano Collins, 10/15/2018
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Hitmen
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DC1 There are numerous sites and organizations accessible via the deep web that claim to offer contract-killer services. Of course, as many 
Reddit users theorize (likely correctly), these services are probably sting operations for the FBI.  

Moreover, even if these organizations are "legit" (in the sense they are not fronts for law enforcement agencies), there is still no 
guarantee they are, indeed, contract killer services. Because the deep web's major currency is bitcoin, which is essentially 
non-refundable, your attempts to off someone may result in plain and simple robbery.  

Still, the only way to find out for sure is to actually engage these services, which would either result in you being arrested, or having 
someone you know killed for a large sum of money...
Delano Collins, 10/15/2018
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Malware
DC1



Slide 24

DC1 It isn't a stretch to say there is "more" malware floating around the dark web than in the everyday web, again, because of the dark web's 
anonymity. Nefarious individuals using the Cryptolocker, for instance (a malware that effectively holds your locals files "ransom," 
returnable to you only for a fee) and the equally troubling SkyNet, rely on this anonymity to make it difficult for law enforcement 
agencies to trace their whereabouts.  

That being said, the idea that your computer and data are less safe on the dark web than on the regular web is a false one. You basically 
have to implement the same amount of precaution as you normally would - be extremely careful about what sites you visit and don't 
download anything unless you're absolutely sure it's safe to do so. Just know that "going down the rabbit hole," so to speak, generally 
isn't as good an idea in the dark web as it is on the visible Internet.
Delano Collins, 10/15/2018
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Child Pornography
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DC1 It's difficult to separate fact from urban legend here, since having detailed knowledge of sadistic Australian child pornographer Peter 
Scully's videos would basically be an admission of committing a crime.  

What is clear is that "Daisy's Destruction" (sometimes called "The Destruction of Daisy") are extreme and brutal videos, available only in 
the darkest corners of the deep web, featuring children as young as two years old being tortured, assaulted, and in some cases, 
murdered by Scully and various accomplices.  

If you are so inclined, you can find descriptions of these videos around the web. But Scully is now in prison and his utterly sickening 
videos are now the property of the FBI, so it's safe to assume most of the finer details still available are mere rumor. Still, the very fact 
these videos exist in the first place is enough to churn your stomach.
Delano Collins, 10/15/2018
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Swatting
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DC1 On March 14th, online security journalist Brian Krebs was cleaning his Virginia home in preparation for a small dinner party when he 
noticed some plastic tape stuck under his front door, left over from when he’d had to secure an extension cord. Pulling up the tape, he 
opened the front door — and suddenly heard a yell. "Don’t move!" the voice said. "Put your hands in the air!" There were around 10 to 
12 police officers surrounding his driveway, guns drawn.

Fortunately, Krebs realized immediately what had happened. He had actually warned the police months before about the possibility of a 
fake emergency call designed to bring a SWAT team to his house, an increasingly popular prank among the young hackers he writes 
about. Still, he was shaken.
Delano Collins, 10/15/2018
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Law Enforcement

Agencies actively targeting dark web 
illegal markets:

• Department of Justice
• Homeland Security Investigations
• Secret Service
• DEA and 
• Postal Inspection Service

DC1
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DC1 It's difficult to separate fact from urban legend here, since having detailed knowledge of sadistic Australian child pornographer Peter 
Scully's videos would basically be an admission of committing a crime.  

What is clear is that "Daisy's Destruction" (sometimes called "The Destruction of Daisy") are extreme and brutal videos, available only in 
the darkest corners of the deep web, featuring children as young as two years old being tortured, assaulted, and in some cases, 
murdered by Scully and various accomplices.  

If you are so inclined, you can find descriptions of these videos around the web. But Scully is now in prison and his utterly sickening 
videos are now the property of the FBI, so it's safe to assume most of the finer details still available are mere rumor. Still, the very fact 
these videos exist in the first place is enough to churn your stomach.
Delano Collins, 10/15/2018
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Law Enforcement
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Overview


